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1. About this document

SSO Prerequisites
Entropy® Software v5

The aim of this document is to describe the steps for what is needed to ensure you (the customer) is able to use
the Single Sign On (SSO) functionality with the BSI v5 application.
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2. Requirements

In order for single sign on to work for any new or existing v5 customer you (the customer) must first
confirm prior to any configuration that your organisation is using any of the follow:

Azure Active Directory - Azure Active Directory (Azure AD), part of Microsoft Entra, is an enterprise identity service that
provides single sign-on, multifactor authentication, and conditional access to guard against 99.9 percent of cybersecurity
attacks.

Office/Microsoft 365 - Microsoft 365 is a line of productivity software and cloud-based services owned by Microsoft. It
encompasses online services such as Outlook.com, OneDrive, Microsoft Teams, the office suite formerly marketed under the
name Microsoft Office—including applications such as Word, Excel, PowerPoint, and Outlook—on Microsoft

Windows, macOS, mobile devices, and on the web), enterprise products and services associated with these products such

as Exchange Server, SharePoint, and Yammer, and subscription plans encompassing these products.

Okta - Okta, Inc. is an American identity and access management company. It provides cloud software that helps companies
manage and secure user authentication into applications, and for developers to build identity controls into applications, website
web services and devices.

3. Configure user consent settings

It may also be required that your Organisation needs to ensure that you have an open policy, which
would allow the end user to use your organisations authentication credentials when using the v5
application with SSO.

Ensure your Organisations Azure Active Directory grants consent for all users in advance. For further
instructions about this, please click the link below.

https://learn.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-
consent?tabs=azure-portal&pivots=portal
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